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1. INTRODUCTION

A. Rationale for Report

The Massachusetts Department of Public Health (Bureau of Family and Community
Health, Office of Statistics and Evaluation) has prepared this report in response to requests from
Massachusetts school districts for guidance about the procurement of school health software
packages and the implementation of school health management information systems (MIS).
School districts face a variety of challenges in evaluating school health software. First, while
school nurses are far more computer literate than they were a few years ago, few have developed
the level of computer and information systems expertise necessary to evaluate and compare all of
the technical specifications, network capabilities, and implementation requirements of the
various software packages. In addition, few MIS staff have developed the working knowledge of
school health services necessary to understand fully user needs and functional requirements.
Furthermore, little comparative or evaluative information about school health software is
available, and even comprehensive listings of software packages are difficult to obtain. In
addition, no single vendor dominates the market for school health software, so districts cannot
simply choose the most popular software package with the expectation that the industry standard
will be a safe choice for their district. Moreover, because school health software has been
improving rapidly, it may seem prudent for school districts to wait for newer, improved versions
before making large investments installing and configuring their systems. At the same time, the
current school health software packages are now so easy to use and offer so many advantages in
program planning, monitoring, and reporting that the purchase of some software package is
becoming increasingly essential.

This resource guide is intended to serve as a tool and launching point for school districts
in their computerization of school health records. Information is provided on key characteristics
of currently available school health software options, and on how to choose and implement a
school health computerized information system.

B. Background

There are few sources of population-wide data on the health of school-aged children.
However, this data is critical for the following purposes:
e Conducting local, state, and national needs assessments
e Monitoring state-mandated programs and screenings
e Monitoring compliance with Title V reporting and other federal data requirements
e Directing program planning, management, and policy development
Assuring follow-up services after problem identification
e Conducting process and outcome evaluations

Schools are one of the primary sources of information about the health of children
because of the central role that schools play in children's lives. Computerizing school health
records facilitates data collection, data management, and access control. It makes the data more



comprehensive and accurate, while at the same time providing for increased accessibility for
health personnel together with heightened security against unauthorized access.

In recent years, school health data collection and analysis have become a key part of the
development and implementation of the Massachusetts Department of Public Health’s child and
adolescent health promotion and primary care program activities. In 1993, the Massachusetts
Department of Public Health received funding from the U.S. Department of Health and Human
Services, Maternal and Child Health Bureau to develop, and explore the feasibility of
implementing, a state-wide computerized school health information system. With this grant, the
Bureau of Family and Community Health within the Massachusetts Department of Public
Health, in collaboration with the Massachusetts Department of Education and the departments of
public health and education in the other New England states (Region 1), developed the prototype
Model School Health Information System. During this time, the state decided not to develop its
own school health software, but to help schools choose their own instead. In order to provide
assistance to districts as they made their software purchase decisions, the state initiated a review
of school health software and distributed a report containing its findings to interested districts in
1994. We have updated and expanded the 1994 report in this current report.

In Massachusetts, an additional effort to expand and standardize the collection of school
health data has been underway since 1993 as part of the Massachusetts Department of Public
Health’s Enhanced School Health Services (ESHS) program. This program provides funding to
selected school districts so that they can expand and improve basic school health services to
address the complex and diverse health needs of students and their families. In order to monitor
and document services provided and progress achieved, these schools collect and report a variety
of information. Computerization of the data enables schools to more efficiently manage the
information, enhances their ability to access and utilize the information locally, and streamlines
data-reporting to state agencies. Eventually, computerized school health databases located in
each district may be able to update related state-wide databases such as the Massachusetts
Immunization Information System. The Massachusetts Department of Public Health provides
technical assistance to these sites to facilitate computerization through such activities as the
generation of this school health data systems resource guide, and providing consultation in the
planning, implementation, and maintenance of school health information systems. As we have
gained more experience in data collection and school health information systems, we have
become more knowledgeable about software choices and systems implementation issues.
Through this report, we hope to share what we have learned and to help facilitate the
computerization of school health records and information.

C. Overview of Report Content

The section on Guidelines For Implementing School Health Management
Information Systems provides some basic guidelines that are critical to consider for thoughtful
implementation of school health management information systems. Our recommendations are
based upon Massachusetts’ experience in developing the prototype Model School Health
Information System and in managing information systems for the state’s Enhanced School
Health Services Program for over four years.



School districts need to recognize that implementing a school health management
information system involves more than just the purchase of software and hardware. There are a
variety of factors that determine whether a given software/hardware implementation will be
successful over the long run. These success factors include data integration capabilities, data
exchange capabilities, software customization capabilities, the availability of training and
technical assistance, staffing requirements, the use of backup and other system maintenance
procedures, and measures to ensure the security and confidentiality of school health data.

The security and confidentiality of school health data is a subject of increasing
importance to communities and must not be ignored. In this section we discuss permanent
student identifiers, limiting access to school health records, security of the central database (if
one exists), record storage, security of documentation at local schools, authorization and training
of staff, security of data transmission, and security of data reporting.

In the section entitled Considerations for Selecting a Software Package, we discuss the
key considerations districts should take into account when purchasing school health software.
We address the following issues: suitability of the system design, costs (of software, installation,
training, and maintenance), ease of use, and functional capabilities.

Finally, one of the major goals of this report is to provide information that can help
school nurses, administrators, and MIS personnel choose the school health software package that
best meets their needs. In order to make it easier to compare and contrast the features of the
various software packages, we have presented in the section Software Comparisons the key
software features and functional capabilities in tabular form. Software packages are listed in the
rows of the tables in alphabetical order, and specific features are listed in columns and have been
grouped into functional categories:

e Vendor Contact Information
Software Pricing and Licensing
Software and Hardware Requirements
System Design, Security, and On-line Help
Types of Data Screens Available
Individual Student Record Elements Available
Reports and Other Available Functions (injury reports, screening and referral tracking).
Data Management Capabilities (including data integrity checking, end-of-year
processing, the ability to upload and download data),

D. How To Use This Report

Those who intend to purchase school health software will find this report helpful in
improving their understanding of the steps involved in setting up school health information
systems and to find general information about software packages that might meet their needs.



In particular, this report may be used:

e To help school districts narrow the possible software options to those packages that are
capable of being used on their existing hardware and software platforms.

e To identify the type of hardware that would need to be purchased in order to run a particular
software package.

e To help identify, clarify, and prioritize the software features desired.

e To develop an understanding of the design, implementation, and maintenance of school
health management information systems.

While this report can help districts make more informed software purchase decisions,
there are additional criteria that districts also need to consider. This report lists features but
makes no attempt to evaluate how successfully each vendor has implemented those features, how
easy it is to learn how to use the software, how much customization is required in order to install
a system in any particular district, or how much districts might have to spend for training and
software customization. Therefore, districts should obtain demo disks (and preferably working
trial copies of the software), consult with their MIS staff, follow-up with the vendors’ technical
support, and, if possible, talk to nurses and MIS personnel experienced in using and
implementing the systems being considered before making a final purchase decision.

Also included are price estimates as provided by software vendors. Please note that these
are current estimates and are subject to change.



2. GUIDELINES FOR IMPLEMENTING SCHOOL HEALTH
MANAGEMENT INFORMATION SYSTEMS

School districts intending to computerize their school health records not only need to
consider software features but also need to evaluate other factors required for successful systems
implementation. These factors include A) the ability to exchange data with other databases,

B) the ability to customize software to meet local needs, C) training and technical assistance,
D) staffing requirements, E) system maintenance procedures, and F) data security.

A. Data Integration and Exchange

The capability to easily integrate, exchange, and share data with other databases is a
highly desirable feature of school health information systems. Such information exchange is
likely to become increasingly important in future years as various state and local databases come
on-line and policy-makers seek to utilize all available sources of information to inform decision-
making and improve local services.

School health software packages have a user interface (what might be called the “look
and feel” of the software) as well as a “relational database” that defines the data structure and
format and provides the technology that allows the user to manipulate the data. The same
underlying relational database may be used to develop many different types of applications.
Open-standard relational databases leave the data in a standard format so that other database
software can access it. If the underlying relational database software is proprietary, however, it
leaves the data in a non-standard format. Districts may find it useful to identify the database
upon which the software package is built (Access, Oracle, SQL Server, for example) and
whether it is compliant with a database interface standard called ODBC that can be used by MIS
personnel to access the data. School health software that uses a proprietary (non-standard)
database may provide limited import/export and data linkage capabilities, and may require the
purchase of additional software or custom programming expense if there is no built-in provision
for importing and exporting data in standard formats.

Districts may also want to keep track of developments in the School Interoperability
Framework (SIF), a recent industry initiative to develop technical specifications for ensuring that
the diverse K-12 software applications (including financial management, library, attendance,
food service, and health) work together in a simple “plug and play” fashion. SIF provides for
standard data formats and naming conventions for shared data, and specifies rules for data
interaction. It is intended to eliminate redundant data entry, allow districts to choose the best
software applications for their needs and remain confident that all the various applications can
“talk to” each other, and make it easier to create powerful data reports that link several databases.
SIF has the backing of Microsoft, the Software & Information Industry Association, and a
number of school software vendors. As of August, 1999, the SIF specifications were still under
development, and no SIF-compliant applications were available. Nevertheless, this is an area
undergoing rapid change and development and well worth watching. Current information about
SIF can be obtained at the SIF web site: www.schoolsinterop.org/. School health software
vendors do not currently use HL7 (www.hl7.org/), the clinical and administrative healthcare data
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interoperability specifications being developed by the American National Standards Institute,
which is widely used by laboratories, hospitals, and other large patient care facilities.

Standardized classification of nursing activities can facilitate the computerization of
school nurse activities and are useful for data exchange, data aggregation, as well as for detailed
research and evaluation purposes. At present, the North American Nursing Diagnosis
Association (NANDA) codes and the Nursing Interventions Classifications (NIC) are the most
common. A few software vendors incorporate these types of coding systems into their software.

The following are scenarios where data exchange occurs:

When students advance grades or transfer schools: Data exchange capabilities allow
users of school health software to, among other things, share school health records electronically
between schools within the same district when groups of students change grades, and across
school districts when students transfer. The development of a set of core data specifications
which provide detailed definitions of common data fields can greatly facilitate database
integration and aggregation across districts using different software packages.

When linking student health records with other student records: The most advanced
school health software has some provision for integration of school health records with larger
school health information systems combining demographic, health status, health service, and
attendance data. This type of comprehensive database can facilitate the coordination of care
across health service delivery sites including traditional health care settings. In addition, the
relationship between school and health indicators can be explored.

When reporting selected data to state agencies: Districts considering purchasing
software which integrates administrative and health functions may also want to consider whether
their state requires districts to report demographic and related data to state agencies in particular
formats. In some states (including Massachusetts), the Department of Education specifies the
way demographic (but not health) data elements must be reported; some software vendors
provide specialized software modules that meet these requirements.’ Because some data patterns
and trends only become apparent when the data is aggregated across geographic boundaries,
additional uses for school data aggregated at the district or state level may be developed in the
future, and additional data reporting requirements implemented.

For school systems where data exchange occurs or may occur in the future, school health
software that offers data import, export, and database linkage functionality in a variety of
common data file formats is preferable. Defining specifications for common data fields may be
necessary when files are being transferred between different software packages. Some data
integration functionality may already be built in to school health software modules that are
bundled together with larger school administrative software packages. Data integration and

! The Massachusetts Department of Education (MDOE) requirements can be found at the following web site:
www.doe.mass.edu/edtech/administrative/ims/sims_compliance.html. At the present time, MDOE does not have any
technical requirements for school health software. However, districts that are considering using software that
includes both administrative and health functions should check with the MDOE to make sure that the portion of the
software relevant to the MDOE Student Information Management System is compliant with MDOE requirements



exchange capabilities should be built into the software package and the licensing agreement and
should not require any additional expense for software customization. When considering a
software package, qualified technical specialists at school districts should review the data
interface specifications and ask the software company about how specific data exchange
scenarios can be implemented, and whether there are working models of data exchange among
users. This information should be obtained before any contracts are signed to ensure that data
exchange needs can be met without additional programming expense. The process of data
exchange may take place either in “real time” or in regular batch transfers, but ideally should not
require programming skills by school health staff and should not be so complex that it cannot be
carried out by school health aides with intermediate computer skills.

B. Software Customization

It is useful to have the ability to easily customize the software by adding data fields for
recording additional health services activities or recording medical information. Ideally, adding
or modifying data fields should be able to be performed by the user and should not require
paying the vendor for technical support or custom programming. In addition, while all packages
have some data reporting features, the specific data reports your district requires may not be
available in all software packages. Once again, creating custom reports or data queries should be
able to be performed by users and should not require custom programming at additional cost.

C. Training and Technical Assistance

While some software packages are easy to use and can be self-taught by those with basic
computer competence, other software packages (especially more complicated systems involving
health software modules integrated into school administrative packages) require substantial
training. The district’s MIS staff are usually responsible for providing training in basic computer
literacy, although they may not be equipped to provide training in health software usage.
Districts may need to consider paying for on-site training provided by the software vendor if
skilled, computer-literate nurses are not available to take on this responsibility.

Even for those software packages that are easy to learn, training will still be necessary to
ensure that all nurses in a district are interpreting health encounters and recording health data in a
uniform manner. Our experience in Massachusetts has taught us that nurses frequently interpret
and record health data in different ways. Consistency and data quality are essential if meaningful
data aggregation, analyses, and interpretations are to be achieved.

Vendor technical assistance by telephone, with short waiting times and at reasonable cost,
is also often essential, especially for districts with limited in-house MIS staff, extensive software
customization requirements, and/or special data exporting or importing needs. The cost of this
service varies considerably among the different vendors. Some software vendors have also
established “user groups” with regular annual meetings in regions where a core group of users
exists. It may be useful to ask the software vendor whether such groups exist, as they can be of
immense value for learning how to use school health software to its fullest extent.



D. Staffing

In addition to staff required for ongoing training and technical assistance, districts may
also need to ensure they have adequate staff for data entry, data cleaning and checking, and data
compilation and analysis. Staffing needs in these areas tend to vary substantially by district and
with the type of information systems in place. Districts using complex, harder-to-use software
packages, or using batch data entry procedures where nurses make written notes of health
encounters and then enter data at the end of the day, may require more data and clerical staff. In
addition, districts with greater analytical needs may require more analytical and reporting
capabilities than those that are built into most school health software packages and will require
staff analysts capable of performing the required functions.

E. System Maintenance Procedures

School district MIS managers must make provisions for performing the routine systems
administration and maintenance functions that are required for their school health data systems,
including managing user IDs and passwords, network maintenance, security monitoring, virus-
scanning, archiving of old data, data backup, and system upgrades. In some systems, data
backup happens automatically as part of system administration procedures, without any user
intervention. In others, it is the users' responsibility to make backups. Security and
confidentiality guidelines need to be followed for all backup storage media (tapes and/or
diskettes) as well. Security and confidentiality must be guaranteed if backups are stored off site.

F. Security and Confidentiality of School Health Data

Confidential or privileged information about individual students and their families must
be carefully protected against unauthorized disclosure at all points of information access,
transmission, and storage. Guidelines for maintaining the security of school health data are
described below. For a more general discussion of information system security in school
systems, districts may also want to consult Safeguarding Your Technology (described in the
References section of this document), a US Department of Education publication.

1) Access Points

Potential data access points or locations may include not only the school nurse's office,
but also, in a networked system, school administrative offices. Districts with dial-up, remote
access systems need to develop strategies for limiting access to pre-approved users.

Formal data confidentiality and security protection procedures and policies must be put
into place for each of these access points so that there is a clear and common understanding of
how data should be handled, and who has access to what information.



i) Secure Record Storage

All paper records and data diskettes should be stored in a secure place that is protected
from unauthorized access.” This can be a locked filing cabinet, desk or office. Storage must be
secure at all times (school days, weekends, vacations, summer). In some school districts, non-
nursing staff may have access to health offices during the summer when the nursing staff are
typically not there. The security of health records must be maintained at these times. In addition,
health records transferred from one school to another should be handled only by authorized
health personnel and must not be sent with other school records.

In Massachusetts, state regulations require that "the school principal or his/her designee
shall be responsible for the privacy and security of all student records maintained at the school™
(State Regulation 603 CMR 23.00). The school nurse, in cooperation with the school principal,
must maintain the security and confidentiality of any health records stored at the local school.
The secure storage of computerized health records must be maintained by the school nurse, who
must adhere to all computer security rules and protocols, and the MIS director (or the designated
systems security staff person), who must provide technical support for overall information
system security, user account administration, and system monitoring.

Paper records, diskettes or computer screens should not be left open or in an area where
they can be viewed by someone entering the room. It is important to log off from all sensitive
computer applications when leaving the computer, even for a short time. All data diskettes
should be labeled: Confidential Data: Unauthorized Use is Prohibited.

iii) Secure Access to Computerized Records

Computers containing school health data should be secured in the following
manner. They should be: a) located in a locked area; b) include a start screen that displays the
following message each time the database access is attempted: "This database is confidential:
Unauthorized access is prohibited”; ¢) include password protection for system access and health
database access; and d) include a password-protected screen-saver which blocks the screen and
only allows the screen to reappear if the appropriate password is typed. Staff responsible for
backing up the system should ensure security of backup copies of files.

iv) Security of Paper Documentation at the Local School

Print-outs and other such documents with personal identifiers attached to student
information should be stamped confidential, locked in file cabinets when personnel are away
from their desk/office, and not taken out of the building unless for a home visit. Confidentiality
and security must be strictly maintained at these times and documents should be returned to the
appropriate files as soon as possible. Moreover, when disposing of these documents, they should
be shredded prior to disposal. When sending and receiving faxes containing such data, it is
recommended that the sender call the receiver to notify her that a confidential fax has been sent.
The receiver can then stand at the fax machine at the time the data is being transmitted to limit
unauthorized access. Secured fax machines located inside health rooms are recommended.

% In Massachusetts, procedures taken to safeguard the security of student records must be done in compliance with
the Massachusetts Department of Education regulations governing student record privacy and security (603 CMR
23.05).



v) Authorization & Training of Staff

Those with access to a school's health information system may include staff in the school
nurse's office, other health professionals at the school, and management information system staff.
There should be a clear understanding of who has access to what information. Staff who have
been authorized to access only school administrative data should not be given access to that
portion of the system that contains health data.

All staff with access to computers containing school health data should have on file with
their employer a signed Information Security Acknowledgement Form which clearly describes
the security rules and protocols. Supervisors should review the information on the form with
staff to promote a clear understanding of expectations. By signing the form, staff agree to adhere
to the rules and protocols.

vi) Data Reporting

Publications of the data should appear only in aggregate, so that data cannot be linked to
individual subjects. Suppression rules should be employed which do not allow the reporting of
any data cells with less than five cases.

vii) Centralized Data System Security Features

If situations arise in which districts transfer raw (individual-level) data from local school
buildings to a district-wide and/or statewide database, additional security precautions must be
observed.® We describe these special security procedures below so that those districts or states
that choose to develop central repositories for their data will be aware of relevant procedures.

The following procedures promote safe data transmission. When using the U.S. Postal
Service to transmit data disks or documents:

e The name of the specific individual to whom the data is mailed should be clearly
marked on the item.

e The item should be labeled confidential, only to be opened by an authorized person.

e Sturdy envelopes should be used to minimize the risk of accidental tearing.

e If disks are mailed to the Central Repository, they should be placed in special mailing
envelopes designed for disks.

e All data submitted should be encrypted prior to transmission to the central repository.

e Submission by mail or electronic file transfer should be communicated by telephone
so that the recipient is looking out for the package.

Data transfer via unencrypted e-mail over the Internet is NOT recommended for
individual-level records or any sensitive information. When transferring data electronically via
secure channels on the Internet or other enclosed networks, guidelines should be established
regarding how to encrypt data prior to transmission, through what secure channel data will be
transferred, and who will be receiving the data.

® Such data transfer has both advantages and disadvantages. Districts or states that choose to utilize this type of data
transfer do so in order to analyze their data more completely and to become more informed about the health needs of
school-age children in their jurisdiction. However, concerns about the confidentiality of student health records are
heightened when records are housed in a central repository rather than remaining dispersed at the local level.
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The following steps to ensure security at the central data repository should be taken in

addition to those already put in place at individual school buildings.
e |If a network is not being used for data collection or data integration, then the central

database should reside on a stand-alone computer system, not network-accessible.
The computer system should be physically located in an office that can be locked.
Data is encrypted using a key that is known only by appropriate authorized personnel.
Access to the central database is controlled through passwords.
No names or other directly identifying information should be stored as part of the central
database. In Massachusetts, the standard for submitting data to the state requires that no
identifying information be included once the data leaves the local school system. Over
time, a numeric permanent student identifier (PSID), which allows for linking multiple
records for a single student, would dramatically increase the depth of data analysis
possible. If a PSID system is adopted, policies and procedures should be defined
covering how identifiers are assigned and how they follow the student across transfers
within and between school systems.

In order to breach security and obtain identifiable data, a person would have to gain
physical access to the Central Repository computer, decrypt the database or log on to the
database with a valid user ID and password, and be able to identify individual data, despite the
absence of identifying fields. Such a sequence of safeguard violations would be rare.
Nonetheless, even though no identifying data is being stored in the Central Repository, there is
some risk that anonymous data could be associated with an individual. The primary risk points
are the date-of-birth and the school building codes. The following steps could be taken to remove
even this low level of risk. The date-of-birth and date-of-measurement could be removed from
the Central Repository as data is loaded into it, and replaced with a field containing age at
measurement. Standard school building and/or school district codes could be replaced by private
MIS codes, with the correspondence kept in a secure fashion, outside of the Central Repository
database.

Because there can be threats to confidentiality within each step from data collection to
transmission, analysis, and reporting, rules should be developed for each point. Similar to the
procedures recommended for local schools, only staff authorized to utilize or handle the data
should be permitted access to the Central Repository. All employees should be trained on
standard procedures to maintain confidentiality. New employees should be trained in procedures
as part of their initial training. Annual refresher sessions should be held for all staff.
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3. CONSIDERATIONS FOR SELECTING A SOFTWARE
PACKAGE

Based upon our experience in Massachusetts, there are many considerations to take into
account when purchasing school health software, including suitability of the system design, costs
(of software, installation, training, and maintenance), ease of use, functional capabilities, and
Year 2000 compliance.

A. Suitability of System Design

i) Specialized School Health versus General School Administrative Software

A major distinction can be made between 1) specialized, stand-alone school health
software, and 2) school health modules designed to be integrated into, and function with, a
school’s administrative software package (which may keep records of grades, attendance, and
discipline, as well as perform functions like class scheduling). Specialized school health
software packages typically are designed to be used on a single personal computer, although
many now can be networked to some extent — used by multiple users in a school or district.
Software modules, on the other hand, generally are designed to work with the school
administrative software package published by the same vendor. While some of these modular
applications do work on a single personal computer or on a single school network, in other cases
they are used on a district-wide network, with a central server (on which the database application
and the data reside) connected to networked personal computers at each school building.

ii) District-Wide Database Integration

Another important issue is the location of the database(s) in the district. Here, one can
distinguish between 1) multiple, non-integrated databases, 2) distributed databases, and
3) centralized database configurations. With multiple non-integrated databases, there is a
separate database located at each school building, which contains only records for students
attending that school, and which does not have the capability to be automatically linked to a
central database. In a distributed database configuration, there is a separate database at each
school, but all the separate databases have the capability to be synchronized with a central
district-wide database so that an integrated database can be created. In a centralized database, a
single master database containing all district records resides in a central district location. The
key issue is that the second two configurations allow for an integrated district-wide database,
while the first configuration does not.

Many school health software applications were originally designed to be used at only one
school building (and not integrated with databases used at other schools in the same district), in
part because computers used by school nurses have historically not been connected to a district
network. This approach is also simpler and less costly than other configurations. However,
creating some type of centralized or distributed district-wide database makes it much easier to
perform database administration and data management tasks; transferring records when students
transfer between schools is simplified; changing menu items in drop-down lists can be done

12



centrally to ensure district-wide data consistency; providing passwords and implementing
security features for regular and substitute nurses can be handled centrally; producing district-
wide data reports and analyses is greatly facilitated; and backup procedures can be performed in
a more consistent and uniform fashion by skilled technical personnel.

If multiple non-synchronized databases are used across a district, the routine transfer of
records from one school to another would require staff members to perform time-consuming
manual data extractions and insertions. Furthermore, if there is no provision for the automatic
aggregation of data stored at each school, then producing simple district-wide reports in order to
meet state requirements would require that the same reports be run at each school, and then
manually combined to produce district totals. This duplication of effort is highly inefficient.

Alternatively, the records at each school could be manually extracted and then imported
into an aggregate database for running reports. This “manual extract” process is only slightly
more efficient. Fortunately, many school health applications now have some provision for
automatically aggregating data across the district on a regular basis (perhaps once per day) using
modems or the district network to connect the separate databases to an integrated district
database.

However, this often requires the purchase of a separate “district integrator” module as
well as computer modems (for those not on a district network). In addition, in very large
districts, file synchronization may become a slow and cumbersome process. Some software
packages can be used in a variety of different network configurations, while others have very
specific requirements. The district’s MIS personnel and the software vendors’ staff can help
determine which software applications are appropriate for the type of network in your district.

iii) Web-enabled Applications

Vendors of school health software are also beginning to offer web-enabled versions of
their product for use on intranets, which are private versions of the internet that limit access to
authorized users. Like traditional centralized applications described above, web-enabled
software stores data in a central location so that the database is always up-to-date, recording
changes is relatively easy when a student transfers between schools in the same district, and
creating district data reports is much simpler.

In addition, web-enabled versions of school software provide the following advantages:
they are platform independent (i.e., it can be used by either a Microsoft Windows personal
computer or a Macintosh running Netscape Navigator or Microsoft Internet Explorer); they may
be made accessible off-site (from either home or school, depending on the firewall setup); they
are easily scalable to large numbers of users, and (according to one vendor) they require less
bandwidth than some conventional client/server systems.

Given the growth of interest in web applications and the increasing number of schools
with high-speed internet connections, it would not be surprising to see more vendors begin to
offer similar products. However, web-enabled applications can be expensive, requiring either
that the district set up their own web server, high-speed network connection, pay database
licensing fees, and hire a skilled database administrator, or that the district pay someone else for
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these services. In addition, both networks and the required servers are susceptible to traffic
overloads, and response time may be disappointing unless each nurse’s workstation has a
relatively new processor, ample RAM memory (48 MB or more), and a 56K modem with a
dedicated telephone line or (even better) access to a high-speed network connection (such as a T-
1 line) through a school network.

iv) Considerations For Choosing a System Design

The choice between specialized and modular software involves a variety of tradeoffs.
The modular approach provides easier data integration between health and administrative records
and allows MIS staff to focus their resources on supporting a single unified system. These
systems can be offered with a wide variety of administrative modules. Some software vendors
offer only a few modules, while others provide a quite extensive selection. Districts may want to
investigate which software vendors offer the specific types of modules that best meet the broader
information systems needs of the district. Modular systems are typically designed around larger-
capacity databases capable of supporting more concurrent users, which may be important in
districts in which administrative and health users are accessing the same database. However,
modular systems are also more difficult and more costly to install and maintain, may require a
longer learning period, a greater level of systems and networking support, and a greater initial
investment. In addition, while many administrative packages have broad administrative
functions they may not offer all the specific health-related functionality of specialized school
health software. Finally, many modular packages have harder-to-use user interfaces than
specialized school health software, and may be slow if used over district-wide networks.

Specialized school health software packages tend to require a less costly initial
investment, tend to be easier to install and use, usually provide for fast access to data (because it
is locally stored), and have more health-related functionality. However, several popular
specialized school health software packages are actually built from a Microsoft Access database,
which, even on high speed networks, typically cannot support more than 20 or 30 simultaneous
users.* In addition, creating links between school health data and school administrative databases
is more difficult with specialized school health software, generally requiring manual importing
and exporting of student demographics data on a regular basis (once per year, for example).

Some specialized software vendors are taking steps to make up for these shortcomings,
however. Some software vendors may develop versions of their software that are built upon
larger capacity databases that can be used over a district’s wide-area-network, and the growth of
distributed database configurations makes the limitations on simultaneous users irrelevant
because the data can be synchronized across a district. In addition, some specialized software

* The printed and on-line documentation that comes with Microsoft Access indicates that up to 255 users on a
network can open an Access database. However, this figure only represents the number of users who can have the
database open, not the number of users who can actually use the database productively to update data and run
queries. There is no single number for this, because the maximum number of users depends on the database design
and the frequency with which users update and access data. According to one Microsoft publication, an Access
database can only support “up to 20 simultaneous users” (Viescas, 1999). Yet another authority suggests that in
many cases even this number is too high: “ ... More than 10 users concurrently accessing an Access database can
really degrade performance” (Balter, 1997). A knowledgeable representative for a popular Access-based school
health software package indicated in a 1999 telephone conversation with one of the authors of this report that their
system slows to unacceptable levels at around 30 users.
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vendors have formed partnerships with providers of school software application “suites,” with
built-in links to share common demographic data, thus providing some of the added functionality
of modular software.

Small school districts with smaller MIS infrastructures and fewer MIS staff will usually
find that specialized school health software applications best meet their needs. Larger school
districts can choose either specialized software or the health module of their administrative
package. However, because of the volume of data involved, it will be even more important for
them to choose an application that provides some way of integrating district-wide school health
data. In the largest districts or regions, the scalability offered by web applications is an
advantage. In practice, many districts are already using an administrative software package. In
these cases, the school health module published by the same vendor and which “plugs into” the
existing administrative system may appear to be a logical choice, and is often favored by MIS
staff. In Massachusetts, some school districts that started out using specialized school health
software have decided to transition to the school health module that works with the
administrative software package used by their district. In many other districts, however, nurses’
frustration with the limitations of their district’s administrative software has led to a decision to
abandon the administrative package in favor of specialized school health software.

B. Costs

Software costs are typically based on the number of schools or the number of nurses who
will be using the software. VVolume discounts are frequently available, and, in some cases,
district licenses are available instead of single-site or single-user licenses. Some vendors require
only a one-time license fee, while other vendors require an annual license fee every year of use,
with possible discounts after the first year. Some software vendors may offer older versions of
their software at substantial discounts, although districts should be especially careful to check for
Year 2000 compliance before considering these.

Stand-alone school health software packages are typically less costly than health software
modules that integrate into school administrative packages because the former costs less to
license, install, and maintain. However, costs for health modules are more difficult to define.
These software packages may require a quote from the vendor, and will likely depend on not
only the size of the district but also the installation, technical support, upgrade, and
customization needs of the district. Customization of the software, either upon installation or to
meet the changing needs of the district over time, may add significant cost.

Because the cost structure of school health software packages varies widely and changes
frequently, districts should obtain the latest pricing information for the software packages that
they are considering.

In addition to the cost of the software itself, other costs that districts may need to consider
include hardware costs (including workstations and the server, if required), networking hardware
and installation (if required), end-user training, annual technical support fees (both in-house and
vendor-supplied), network maintenance support, and the additional clerical and other personnel
that may be needed for data entry, data checking, and data compilation and analysis.
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C. Ease of Use

Differences in the design of the graphical user interface may significantly affect ease and
speed of use in busy nurses’ offices. This can greatly affect nurses’ level of satisfaction with the
product and motivation to use the software. With some software packages it is easy to perform
data entry as patients are seen; while with others the user interface is so hard to use that nurses
find it easier to make paper notes and then do data entry at the end of the day. This may require
hiring additional clerical and nursing staff, increasing the effective cost of using the system. In
addition, a good, intuitive design that is visually appealing, that requires few mouse clicks, and
that has fast screen redraws can greatly reduce learning time and increase user satisfaction.

D. Functional Capabilities

Common functional capabilities include the ability to maintain daily logs of health
encounters, to keep and access individual student records, to maintain immunization records, to
record health screenings, and to create basic reports.

Software should be capable of logging all health services activities and encounters
involving both students and staff. The software should also be able to track and maintain health
records concerning medications, immunizations, injuries, medical procedures, health screenings,
and mental health counseling. Software packages provide a variety of ways of recording specific
types of health activities and entering health records. School districts should look for systems
that are easy to use (utilizing drop-down lists, for example, increases speed and minimizes typing
errors) and can be customized to meet changing local needs.

The capacity to maintain a wide variety of health-related records including data on
student demographics, health insurance providers, primary care providers, and emergency
contacts is also useful. School health software should also be capable of developing both
standard and customized reports on the population served at the local level.

Other less-common functional capabilities that may be offered include built-in validity
checks to assure data integrity, the ability to provide graphical reports, and appointment
scheduling. School districts that are evaluating software should be aware of the wide variety of
functional capabilities that are available. The next section provides a listing of common features
and functions that are available in school health software packages; this information is provided
in tabular form to help school districts compare and contrast these packages.

E. Year 2000 Compliance

Many software packages, including school health software, were not designed to
correctly handle dates after the Year 2000. School health software uses dates in a variety of
ways, including daily logs, appointment scheduling, immunization history, and data reporting.
Therefore, it is essential that any software package that school districts use for recording school
health data be Year 2000-compliant, and that districts using older versions obtain a Year 2000-
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compliant upgrade. School districts should ask vendors whether the software they are using or
are considering purchasing is Year 2000-compliant.
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4. SOFTWARE COMPARISON

Specialized school health software applications and school administrative applications with
significant health functionality are listed in the tables on the following pages. The eight tables
include the following types of information:

1.

Vendor contact information: includes addresses, phone numbers, and web sites. We also
list which vendors have created demo disks, and whether they are “fully functional”
evaluation versions or simply “slide shows” that show what the application screens look like.

Software pricing and licensing: describes initial product purchase costs, the pricing
structure, annual fees, and support fees.

Software and hardware requirements: describes the minimum computer configurations
needed to run the software and also identifies which packages run on Windows personal
computers and which run on Macintosh computers.

Systems design, security and on-line help: each package is identified as either

1) specialized school health software or 2) a health module that works with a general school
administrative software package. We also identify district-wide database integration
capabilities, single and multi-level password systems, and packages with on-line help.

Types of data screens available: describes the types of data entry screens and logs that are
available for entering and reviewing data (i.e., individual student records, daily logs, activity
logs, inventory logs, medication administration logs).

Individual student record elements available: describes what features are available as part
of the individual student record such as dental records, individual health care plans, family
history, emergency contact information, etc.

Reports and other available functions: additional features provided by each software, such
as the ability to generate reports and lists, to automated screening and referral tracking.

Data management capabilities: comparison of data manipulation functions.

The information in these tables has been confirmed as accurate by the software vendors as of
June, 1999. Since software is constantly being enhanced and pricing is subject to change, school
districts should always obtain updated information before making software purchase decisions.
Inclusion in this list should NOT be interpreted as an indication that the Massachusetts
Department of Public Health has ““approved” or “recommended” the software; it is only a
listing of software with school health functions and should be used as a starting point for further
exploration and evaluation.
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Aggregate Totals:

Appointment Scheduling:

Automatic Screening/
Referral Tracking:

Billing Capacity:

Centralized Database:

Child Abuse Records:

Create Reports & Lists:

Customize fields:

Daily Log:

Data Integrity Check:

GLOSSARY

Ability to create reports that aggregate data across classes, schools,
districts, or other categories of interest.

Appointment scheduling allows the school nurse to arrange
appointments for the student with any nursing staff member

An automated tracking system that points out children who are
behind in their immunizations and other health screenings or
reminds the nurse to follow up on a referral.

The package is able to generate statements for third party billing.

As used in this report, a centralized database refers to a single
master database which contains all district records and which
resides in a central district location. Although many applications
will in theory run on large networks, few are designed to be used
over the slow wide-area-networks that most districts use.

A record of reports of suspected child abuse. This section
of the individual student record is often only accessible
through a special password system.

Feature which allows the user to create a list or report based on or
aggregated student records. Examples include reports on chicken

pox, injuries in specific areas of the school, or a list of the children
who are behind in their immunizations.

Allows users to add or change data fields or drop-down selection
lists to record information in a way that serves local needs.

A record of the health encounters and events for each day. Very
useful for keeping track of student encounters, and for subsequent
data aggregation and analysis.

An error-checking feature that works as users enter data to
determine if the data meet certain predefined specifications. For
example, the program will not allow letters entered where numbers
are expected; or it will ask for confirmation if the birth date falls
out of an expected range.



Demo disk:

Dental Records:

Design:

Distributed Database:

District License:

End of Year Processing:

Family History:

Free Text Comment Area:

Graph Data:

Health Care Plan:

Health Screening:

Immunization Report:

A free version of the software program that demonstrates the
capabilities of the software package to potential users. Some demo
disks are fully functional versions of the software which the user
can try out for a limited time or with a limited number of records,
while others provide a non-functional “slide show” which only
illustrates what the software screens look like.

The individual student record contains a special section for the
student’s dental health record.

Primarily refers to the distinction between 1) specialized, stand-
alone school health software (with nothing but school health
functions) and 2) general school administrative software, usually
running on a network, that has an optional school health module.

A system in which there is a separate database at each school in a
district, and where all the separate databases have the capability to
be automatically linked to or synchronized with a central district-
wide database so that an integrated, aggregate database can be
created for the district.

When payment of a single fee gives the licensee the right to use the
software at all schools in the district.

Moving an entire class of children up a grade and the generation of
an end-of-year report as well as many other end-of-year operations
are accomplished through use of this option.

A section of the student health record that focuses on family
history. Information may include diagnostic categories.

A section of the individual student record that allows for comments
in a free text form such as an in depth record of how an injury
occurred.

The program has the capability to graph data, such as heights and
weights.

A section of the individual student maintains and organizes health
care plans designed for children with special health care needs.

The individual student record contains a special section for
recording the student’s health screenings such as scoliosis, vision,
and hearing.

The individual student record contains a special section for
recording individual student immunizations and creating



Import and Export Data:

Individual Student Records:

Injury Reports:

Inventory Log:

Letters:

Mailing Labels:

Medication Log:

Mental Health Records:

Minimal Computer Needs:

Multiple Non-integrated
Database:

Multiple School Use:

immunization reports. This option allows for recording the date
the immunization was given.

Information can be imported into or exported out of the
database in a standard format, such as text file, that can be read by
other software programs.

Allows the user to see and access all parts of a student’s record to
obtain a comprehensive picture of the student’s health encounters.

A section of the individual student record that focuses on
injuries. This may include the type of injury, what the

student was doing at the time of the injury and the place where
the injury took place.

This log tracks the health unit’s inventory for easy record keeping.
Inventory may include anything needed to run the nurses office:
bandages and other first aid supplies, blankets or even office
supplies. This can be used to track returnables such as crutches or
cold packs.

Letters can be created for mass or individual mailings. These
letters are based on a pre-designed form or one created by the
school nurse.

Allows printing formatted mailing labels.

The medication Log keeps a separate record of the medications
being dispensed in the school.

There is a specific section of the health record that is dedicated to
mental health.

The minimal computer hardware requirements for running the
program.

A system in which there is a separate database at each school in the
district. Each database only contains records for students attending
that school. Does not have the capability to automatically
aggregate data across the district. Although many applications will
in theory run on larger district networks, most are not designed to
be used over the slow wide-area-networks that most districts use.

Allows the user to record data from several schools on a single
computer. Typically used when each school does not have its own
computer. There may be a fee for each additional school.



Networkable:

Online Help:

Password Security:

Print Individual Records:

Record Multiple Diagnoses:

Special Emergency
Information Files:

physician

Student Activity Record:

Technical Assistance
Available:

The software package is designed to be used by multiple users on a
network. Some software applications can only be used on a local
network that exists in a single building, while others can be used
on a wide-area-network across all schools in the district.

A basic help function available to the user which is part of the
software itself; it is usually accessed via a help “menu.”

If the program has a password security system, a password, which
is created by the nurse, is needed to gain access to the software
system.

Allows the user to print reports containing the records of individual
students.

Several diagnoses may be entered for one visit. Each of the
diagnosis entered may be used to generate a report or list.

This is a file that is quick and easy to access that is outside of the
student record. The file contain emergency information such as the
phone number of the student’s parents and primary care

A section of the individual student record that keeps track of
school activities in which the student participates, such as
marching band, sports activities or clubs.

Telephone help, training, fax-back services, and other assistance.
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